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DIRECTIVE
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NUMBER 5105. 51

ASD(C)

SUBJECT : Defense Technol ogy Security Adm nistration

References: (a) Title 10, United States Code

(b) DoD Directive 2040.2, “International Transfers of Technol ogy,
Goods, Services, and Munitions, " January 17, 1984

(c) DoD Directive 5000.19, “'Policies for the Management and
Control of Information Requirenents ,“ March 12, 1976

(d) Under Secretary of Defense for Research and Engi neering,
"DoD Mlitarily Critical Technologies List (U"” (Secret
Noforn) , Cctober 1, 1982

(e) DoD Directive 5400.7, “"Dob Freedom of Information Act Program *
March 24, 1980

A PURPOSE

Under the authority vested inthe Secretary of Defense by reference (a) ,
this Directive establishes the Defense Technol ogy Security Adm nistration
(hereafter referred to as "DTSA") and defines its mission, functions,
authorities, and relationships.

B. APPL| CABI LI TY

This Directive applies to the Ofice of the Secretary of Defense (0SD),
the Organization of the Joint Chiefs of Staff (0JCS) , the Mlitary Departnents,
the Inspector CGeneral ( IG) of the Departnment of Defense, and the Defense
Agencies (hereafter referred to collectively as "DoD Components™).

C. DEFI NI T1 ONS

The terns used in this Directive are defined in enclosure 1.
D. M SSI ON

1. The DTSA shall:

a. Adm ni ster the DoD Technol ogy Security Programto reviewthe
International transfer of defense-related technol ogy, goods, services, and
muni tions consistent wwth U S. foreign policy and national security objectives.

b. Ensure the inplenentation of DoD technol ogy security policy
relative to the international transfer of defense-rel ated technol ogy, goods,
services, and nunitions.

C. Assure expeditious processing of export |icense applications
consistent wth national security objectives, making the fullest use of
automati on and ot her techniques.



d. Support actively, intelligence and enforcenment activities of -
USG Departnments and Agencies to restrain the flow of defense-related technol ogy, /
goods, services, and nunitions to potential adversaries.

e. Provide support to the Under Secretary of Defense for Policy

(USDP) and the Under Secretary of Defense for Research and Engi neering (USDR&E)
in carrying out their responsibilities assigned under DoD Directive 2040.2
(reference (b)).

E. ORGANI ZATI ON. AND MANAGEMENT

1. DTSA is established as a DoD field activity under the direction
authority, and control of the Under Secretary of Defense for Policy (USDP).

2. DTSA shall consist of a Director, a Deputy Director, and such
subordi nate organi zational elenments as are established by the Director within
resources assigned by the Secretary of Defense.

3. The Deputy Under Secretary of Defense for Trade Security Policy in
the Ofice of the USDP shall serve as the Director, with responsibility for overal
supervi sion of the DISA

4, The Deputy Under Secretary of Defense for International Prograns
and Technology in the Ofice of the USDR&E shall serve as the Deputy Director,
wth further responsibility to serve as principal DTSA official on technica
matters.

F. RESPONSI Bl LI TI ES AND FUNCTI ONS

1 The Under Secretary of Defense for Policy shall:

a. Devel op, coordinate, and issue policies relating to technol ogy
security.

b. Provide policy direction and overall nanagenent for the DoD
Technol ogy Security Program in accordance with reference (b).

C. Represent the Departnent of Defense in interagency, national,
and international fora concerning policy for technology security and enforcenent
matters.

2. The Under Secretary of Defense for Research and Engi neering shall:

a. Provi de advice and support for the technical aspects of the
DoD Technology Security Programin accordance with reference (Db).

b. Ensure the technical review of strategic trade, Coordinating
Committee of the Consultative Goup (CcocoM), and nunitions export |icense
applications, and establish the DoD technical positions with supporting
rationales, regarding the national security inplications of the proposed
transfer of technol ogy, goods, services, and nunitions in accordance wth
reference (hb).
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C. Provi de technical advisors and consultants as needed to support
the USDP in the devel opnent of DoD technol ogy security policy.
d. Devel op and admi nister programs to identify and define |ists

of mlitarily critical technologies that should be controlled for export,
I ncl udi ng necessary guideli nes.

e. Provide technical support of DoD views in interagency, national
and international foruns of technol ogy, goods, services, and nunitions transfer
matters.

3. The Secretaries of the MIlitary Departnents shall:

a. f¥ovide technical, intelligence, and operational support of
t he DoD Technology Security Programin accordance wth reference (b).

b. Designate a liaison officer fromthe service staffs to the
DTSA, on a full-tine basis, of sufficient rank to facilitate the resol ution

of matters pertaining to the security of technol ogy, goods, services and
muni tions.

4, The Assistant Secretary of Defense for International Security Policy
shal | :

a. Serve as the DoD representative to the Advisory Conmmttee on
Export Policy (ACEP) and the Economi ¢ Defense Advisory Conmittee (EDAC).

b. Serve as the DoD representative to the Conmttee on Foreign
| nvestnment in the U S. (CFIUS).

C. Provide input to the DoD Technol ogy Security Programin
accordance with reference (Db).

5. The Chairman of the Joint Chiefs of Staff shall:

a. Designate a senior officer fromthe QJCS to provide operational

expertise and mlitary judgnent on technology security matters wthin DoD,
| nt eragency, national, and international fora.

b. Provi de support to the DoD Technol ogy Security Programin
accordance with reference (b).

b. The Director, Defense Intelligence Agency shall:

a. Conduct reviews and provide intelligence support to the D rector,
DTSA on technology security natters.

b. Provide intelligence expertise on technol ogy security matters
for DoD, interagency, national, and international fora.

C. Desi gnate a point of contact to represent DIA on technol ogy
security matters.

d. Assist in identifying and assessing critical technol ogy.



e. Provi de support to the DoD Technol ogy Security Program in
accordance with reference (b).

1. The Heads of DoD Conponents shall

a. Assure the pronpt processing of export |icense applications
consistent wth national security objectives and provide sufficient staff to
facilitate the resolution of matters pertaining to technol ogy security.

h. Designate a point of contact in their respective Conponent for
t echnol ogy security matters.

8. The Director, Defense Technol ogy Security Adm nistration shall
a. Organi ze, direct, and nmanage the DTSA and all assigned resources.
Establish subordinate offices necessary to fulfill assigned m ssions.

b, Periodically review DoD Directive 2040.2 (reference (b)), and
ot her issuances as required, and recommend appropriate changes to the USDP and
USDR&E.

C. Supervi se, admnister, inplement and evaluate policies and
procedures for the Technol ogy Security Program

d. Provi de support for DoD contacts with foreign governnents,
I nternational agencies, other federal agencies, interagency groups, industry,
and DoD Components concerning technology security natters.

e. Act as the DoD receiving point for all cases concerning
technol ogy security including, but not limted to strategic trade, COCOM, and
munitions export |icense applications.

f Support the devel opment of all DoD positions on COCOM strategic
trade, and nunitions |icense applications.

g Provi de DTSA representation at neetings and deliberations of the
| nt ernati onal Technol ogy (1T2) Panel and Subpanel s.

G RELATI ONSHI PS

1. In the performance of assigned functions, the Director, DTSA shall:

a. Coordi nate actions wth other DoD Conponents having collateral
or related functions in the field of assigned responsibility.

b. Mai ntain appropriate liaison with DoD Conponents and ot her
governnmental and nongovernnental agencies for the exchange of information and
advice on prograns in the field of assigned responsibility.

C. Make use of established facilities and services in the Departnent
of Defense and other governnental agencies .to avoid duplication and achieve
maxi mum ef fici ency and econony.
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2. Heads of DoD Conponents shall coordinate with the Director, DTSA on
all matters relating to DISA functions and responsibilities.

H. AUTHORI TY

The Director, DTSA is authorized to:

1. btain such infornmation, consistent with the policies and criteria
of DoD Directive 5000.19, (reference (c)), advice, and assistance from ot her
DoD Conmponents as necessary to carry out DTSA prograns and activities.

2. Communi cate with appropriate personnel in the MIlitary Departnents
and ot her DoD Components on matters related to DTSA prograns and activities.

3. Comuni cate with other government agencies, representatives of the
| egi sl ative branch, and nenbers of the public, as appropriate, in carrying
out the functions assigned under this Directive.

. ADM NI STRATI ON

L DISA shall be authorized such personnel, facilities, funds, and
other administrative support as the Secretary of Defense considers necessary.

2. The Mlitary Departnents shall assign mlitary personnel to DISA in
accordance with approved authorizations and established procedures for
assignnment to joint duty.

3. Adm ni strative support required for the DISA will be provided by
the Director, Washington Headquarters Services.

J. EFFECTI VE DATE

This Directive is effective imediately.

WlliamH Taft, |V
Deputy Secretary of Defense

Encl osures - 1
1. Definitions
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DEFI NI TI ONS

1 Critical Technology. Technol ogies that consist of (a) arrays of design

and L[] anufacturing know-thow (including technical data); (b) keystone manufacturing,
| nspection, and test equipment; (c) keystone materials; and (d) goods

acconpani ed by sophisticated operation, application, or maintenance know how

that would nmake a significant contribution to the mlitary potential of any
country or conbination of countries and that may prove detrinental to the
security of the United States (also referred to as mlitarily critica

t echnol ogy) .

2. Goods. Any articles, materials, supplies, or manufactured products,
i ncluding inspection and test equipnent. The term excludes technical data.

3. ltens of Intrinsic Mlitary Uility. End itens other than those identified
in the "DoD MIlitarily Critical Technologies List” (reference (d)) whose
transfer to potential adversaries shall be controlled for the follow ng

reasons:

a. The end product in question could significantly enhance the
recipient’s mlitary or warmaking capability either because of its technol ogy
content or because of the quantity to be sold; or

b. The product could be analyzed to reveal U S. system characteristics
and thereby contribute to the devel opnment of counterneasures to equival ent
U S. equipnent.

4, Keyst one Equi pnent. | ncl udes manufacturing, inspection, or test equipment
and is the required equipnment for the effective application of technica

i nformati on and know how. Keystone materials have the sane significant
application.

5. Know-how. [|ncludes both the know-how of design and nmanufacturing and
t he knowhow and related technical information that is needed to achieve a

significant devel opnent, production, or use. The term know how includes
services, processes, procedures, specifications, design data and criteria,
and testing techniques.

6. Mlitarily Critical Technology. See critical technol ogy.

1. Muni ti ons. | ncl udes:
a. Arnms, anmmunition, and other inplenents of war.
b. Any property, installation, comodity, material equipnment, supply,

or goods used to make mlitary itens.

C. Any machinery, facility, tool, material, supply, or other item
necessary for the manufacture, production, processing repair, servicing,
storage, construction, transportation, operation, or-use-of any article listed
above.

d. Technical data related to State Department Ounitions list itens.

1-1



8. Servi ces. | ncl udes any service, test inspection, repair, training,
publication, technical or other assistance, or defense information used to
furnish mlitary assistance, including mlitary education and training
activities.

9. Strategic Trade Cases. Cases involving technology and goods that are
dual -use in nature, that is, capable of being used either for legitimte
civilian purposes or capable of being used or diverted to increase a nation’'s
mlitary potential.

10.  Technical Data. Cassified or unclassified information of any kind that
can be used, or adapted for use, in the design, production, manufacture,
repair, overhaul, processing, engineering, devel opnent, operation, naintenance,
or reconstruction of goods or nunitions; or any technology that advances the
state of the art or establishes a new art in an area of significant mlitary
applicability in the United States. The data may be tangible, such as a nodel
prototype, blueprint, or an operating manual, or may be intangible, such as a
technical service or oral or visual interactions.

11.  Technology. The technical information and know how that can be used to
desi gn, produce, nmanufacture, use, or reconstruct goods, including technical
data and conputer software. The term does not include the goods thensel ves.

12.  Transfer Mechanisns. The means by which technol ogy, goods, services,
and munitions are transferred, including but not limted to:

a. Commercial and governnment sal es.

b. Scientist, engineer, student, and academ ¢ exchanges.
C. Consul ting agreenents.

d. Li censi ng and ot her data exchange agreenents.

e. Codevel opnent and coproduction agreenents.

f. Commercial proposals and associ ated business visitors.

£ Trade fairs, exhibits, and airshows.
h. Sales to third-party nations.
i. Mul tinational corporation transfers.

jo Foreign technical m ssions.

k. International prograns (such as fusion, space, and high-energy).

1. I nternational neetings and synposia on advanced technol ogy.

m Pat ent s.

n. Clandestine or illegal acquisition of mlitary or dual-use technol ogy

or equi pnent.
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0. Di ssemi nation of technical reports technical data, whether published
or by oral or visual release.

P. Di ssem nation of technical reports under DoD Directive 5400.7
(reference (€)).

q. Di version or evasion of control procedures.
r. Smuggl i ng.
S. Dummy cor porati ons.

t. Acquiring an interest in U S. industry, business, and other
or gani zati ons.
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